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1.     INTRODUCTION  
1.1     Identification of Document 

This is the Information System Development Plan (ISDP) for Grey Matter Bookstore, hereafter referred to as the Bookstore. This document was produced by Poindexter IT Consulting, hereafter referred to as the Team. This document outlines and describes the development, structure, implementation and documentation of the Bookstore's Network and Information Technology resources. 

1.2     Scope of Document 

This ISDP applies to all systems and devices which the Bookstore owns implements and manages, and must comply with the following: 

Federal regulations for: 

· Good Clinical Practices (GCP), Good Laboratory Practices (GLP), Good Manufacturing Practices (GMP) and any other practices referred to collectively as GxPs 

· Electronic Records and Electronic Signatures (ER/ES) 

Company specific requirements for: 

· Good Financial Practices (GFP) 

· General Computer Controls (GCC) 

Components of this plan will also be used in the implementation and management of any non- regulated computerized system as tools to provide systems assurance. 

This ISDP applies to all persons responsible for or using the Bookstore's computer systems.   

The development process defined here provides a framework for development and validation. This plan may be tailored to meet the requirements of the Information System under development. Tailoring of this plan to meet unique system requirements is the responsibility of the Project Manager in concurrence with the Bookstore's Owner or representative, and is documented in the Software Development Plan. 

1.3     Purpose and Objective of Document 

The purpose of this Information System Development Plan (ISDP) is to describe the process that the Team follows to ensure consistent system development and validation of its computer systems, taking into consideration the variations in development and validation activities required to achieve it.

1.4     Overview of Project  

The Bookstore has contracted the Team to build and implement an expansion to its current Information Technology System. The Bookstore is opening an additional store location, and will build an identical IS in its new store. The two stores are to be linked to each other via a high-speed Internet connection, for the purpose of utilizing a centralized Inventory, POS and Human Resources System. Additionally, the Bookstore will implement a Web presence for its business. The website and its maintenance are assumed to be contracted out to another firm, specializing in Web development. The Team will implement the Web Server hardware on which the Web Application will run. The Bookstore has purchased all new hardware for each location to be used in the implementation of this ISDP, and has also purchased software packages to be used in the IS. The Team will install, initially configure, and train all users in the usage of the software and Systems. The Bookstore will be responsible thereafter for all maintenance of software licensing, hardware maintenance, software and hardware updates and repairs, and change management. 
Additionally, the Team has been contracted by the Bookstore to perform a Risk Assessment, to prepare a Business Continuity Plan, and to develop and implement a Business Security Plan. Those items are contained within this ISDP. As an ongoing service, the Team has been contracted by the Bookstore to perform weekly connectivity tests of the Bookstore's web site, as well as to assess and monitor the state of the Bookstore's Backup System and Hardware. Full copies of all Contracts and Service Agreements are located at each of the Bookstore's locations, as well as at the offices of the Team. 

1.5     Related/Reference Documents 

A complete listing of all items, documents and sources utilized is in Section 17.  
1.6    Glossary 

	Term 
	Definition 

	Backup
	A copy of production data which can be used in the event of data corruption or hardware failure. There are three main types of backups:

· Full: Copies all files, marks them as backed up

· Differential: Copies all files that are not marked as backed up, and does not mark them as backed up. To do a complete restore the latest differential backup and the latest full backup are needed.

· Incremental: Copies all files not marked as backed up, and marks them as backed up. To do a complete restore the last full backup and every incremental backup after are needed.

	Change Control 
	A formal process by which representatives of appropriate departments promote proposed or actual changes that might affect the validated status of a computerized system, in order to determine the impacts to the validated state. 

	Client 
	Any person or group of persons for which validation activities is performed or for which computer system solutions, including validation, are delivered. 

	Computer System 
	Functional unit, consisting of one or more computers and associated peripheral input and output devices, and associated software that: 

· Uses common storage for all or part of a program and also for all or part of the data necessary for the execution of the program 

· Executes user-written or user-designed programs 

· Performs user-designated data manipulation, including arithmetic and
logical operations 

A computer system may be a stand-alone unit or several interconnected units. 

	Good x Practice (GxP) 
	Aggregate term used to encompass Good Manufacturing Practices (GMP), Good Clinical Practices (GCP), and Good Laboratory Practices (GLP) regulations. 

	Qualification 
	Establishing confidence, through appropriate testing, that: 

· Equipment and ancillary systems are compliant with appropriate regulations and policies, meet approved design intentions and are capable of consistently operating within established limits arid tolerances 

· Manufacturer and CAH recommendations are suitably considered in the installation process 

	Problem Resolution 
	Is concerned with reporting, analyzing, and correcting defects and collecting data information from which reports on the overall status of the defect can be made. 

	Software Assurance 
	Includes the following disciplines, Software Quality Assurance, Software Quality Engineering, Verification and Validation, Problem Resolution, Safety Assurance, and Security Assurance. 

	Software Quality Assurance 
	Is concerned with the evaluation of the quality of, and adherence to, software-related standards and procedures. 

	Software Quality Engineering 
	Is concerned with incorporating reliability, maintainability, usability, and similar requirements into the products produced at each phase of the development life cycle. 

	Software Safety Assurance 
	Is concerned with the satisfaction of system safety requirements that are allocated to the software, and the identification and verification of adequate safety controls and inhibitors that are to be implemented in software. 

	Software Security Assurance 
	Is concerned with the satisfaction of system safety requirements that are allocated to the software, and the identification and verification of adequate safety controls and inhibitors that are to be implemented in software. 

	Standard Operating Procedure (SOP) 
	A quality record that identifies requirements for performing a specified activity. It describes the issues to be controlled, control practices, and persons responsible for assuring defined outcomes. It identifies, but may or may not include detailed methods and/or step-by-step instructions for how to achieve specified outcomes. Requirements of an SOP may apply across several departments/operating groups may be limited to one. 

	Supporting Tools 
	Applications other than the end-user application used to support: 

· Enhancement and management of application performance 

· Security and security monitoring 

· Server backup and restore 

· Provide communications between applications 

· Distribute applications across networks 

	Validation 
	Establishing documented evidence, which provides a high degree of assurance, that a specific process/system has been designed and installed to consistently satisfy pre-determined requirements for function, compliance, and general Information Management (IM) controls.  

	Verification 
	Confirming through provisions of objective evidence that specified requirements has been fulfilled. 

	Managed switch 


	An intelligent network connectivity device which is able to look at the traffic passing through it and make decisions on which wire it is allowed to travel on based on rules previously set up. 

	Milestone
	It is the completion of important events in the project.

	Router 


	An intelligent network connectivity device which looks at traffic entering is and makes decisions as to where and how it is allowed to travel based on rules previously set up 

	Point of Sale (POS) 


	The location, software, or hardware where a transaction takes place 

	Operating System (OS) 


	Special, low level software which allows a given hardware device to perform tasks and run other software 

	Hardware 


	Something you can touch 



	Software 


	A program in a computer 



	Terminal 


	A special use computer used to display certain data 



	Query
	A request for data. For example, cash registers asking the database server for the price of an item.


2.     PURPOSE AND DESCRIPTION OF HARDWARE  

The hardware installed and configured by the Team will support the Bookstore’s business model, which is to locate and sell books, and pay employees. 

The hardware is broken into 4 main categories: 

· Network Connectivity 

· Office Work / Inventory 

· Point of Sale 

· Customer Access 

Each site will utilize a WAN connection, a router, and a managed switch to supply network connectivity. In addition, the appropriate hardware to connect the WAN media to the router will be used. The router will handle traffic headed between the 2 locations, to the Internet, and will segregate any public data from areas needing security, such as the POS terminals. 

Each site will have one or more workstations for general business use. These workstations will be purchased from a vendor who offers a complete hardware warranty. Appropriate printers, barcode readers, and label makers will be connected. These workstations will be tied into a central server for access to the inventory system and for file storage. 

Each “cash register” will be a POS terminal which ties into a central server to maintain inventory. Appropriate hardware will print receipts, read barcodes, read credit cards, and serve as the cash drawer. 

Each location will have a terminal which customers can use to find information. This terminal will be separated from the other workstations and terminals on the network by the managed switch to maintain security. A server will provide a web presence where customers can purchase books and check inventory. 

3.     PURPOSE AND DESCRIPTION OF SOFTWARE   

  

The software installed and configured by the Team will support the Bookstore’s business, to locate and sell books, and pay employees. The software is broken into 4 main categories: 

· Network Connectivity 

· Office Work / Inventory 

· Point of Sale 

· Customer Access 

The router and switch, high level devices with an innate level of intelligence, will run an operating system which is provided by their manufacturer. An appropriate version will be selected to provide the features the Bookstore needs to operate efficiently and to also balance cost, since more features on these devices will increase their cost. A central server will run Microsoft Server 2003 operating system, which will service the other workstations and terminals at the two locations. It will maintain a database of users for authentication purposes, and manage the database of books and their prices. A dedicated server will host the website for the online store.

Each Office Machine will run an appropriate office suite, and have software for book keeping, interaction with the inventory database and payroll management. 

Each POS terminal will have POS software installed on it, to manage the cash drawer, receipt printer, and a separate transaction display.  This software will interact with the credit card processing software on the central server, and access the inventory database to retrieve prices. 

The kiosks in the stores where customers can look up data will be highly secure, locked, and limited use workstations.  They will be restricted to only have a connection to the Inventory server, via a secure channel. No other software or programs will be able to be run on it.

4.    PROJECT ORGANIZATION   
4.1    External Interfaces 

The Project Manager of the Team will work closely with representatives of the Bookstore, such as the Managers and the Bookstore's IT Administrators, to ensure that all requirements and contractual obligations are complied with, in accordance to the ISDP.  The Project Manager will have sole contact with other organizational entities such as hardware and software vendors.   

The following is an organization chart depicting the ISDP's managerial hierarchy, as well as external interfaces. 
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4.2    Internal Structures 

On a project this size, the Team's Project Manager is the primary point of contact for the Team working on the Bookstore project. The Team will report to Project Manager with any suggestions, questions or comments. Any questions for the Bookstore's management will also go through the Project Manager. All Team members will keep the Project Manager informed, on a daily basis, of their progress via email, and the Project Manager will be notified immediately of any delays. The following diagram depicts project authority as well as job responsibility, and communication. 
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4.3    Roles and Responsibilities 

The following items summarize the specific roles and responsibilities for each of the groups involved in the project. 

4.3.1    Roles and Responsibilities of The Bookstore:  

The Bookstore will inform the Team of their needs and concerns on the project in a timely manner. 
4.3.2    Roles and Responsibilities of The Team: 

1. The Team will provide the Bookstore with an itemized estimate of project cost before work is to be done. 

2. A project time line will be provided to the Bookstore, which will include an estimated project completion date. 
3. At every milestone, the Project Manager will assess the completion and quality, and provide documentation of this, to the Bookstore Owner for review. The Project Manager and the Bookstore Owner will decide in unison to move to the next Phase.
4. The Team will follow the Verification and Validation Process.
5.    MANAGERIAL APPROACH  

5.1    Staffing Strategy 

The Information System Development Plan for the Bookstore will be executed by the Team, which is comprised of Jason Perkins, the Project Manager, and Team Members Brian Kolacz, Belinda Deci and Henry Nguyen. Individual responsibilities for Team members will be detailed in the following sections. 

5.2    Project Schedule 

The project consists of the following phases and milestones: 
	Phase
	Activities and Actions
	Completion Date

	1
	Bookstore Management and Team Finalization of specific Hardware and Software to be purchased and installed.
	15-Jan-08

	2
	Purchase and installation of System Hardware at both locations of The Bookstore
	15-Feb-08

	
	
	

	3
	Purchase and installation of System Software at both locations of The Bookstore
	1-Mar-08

	
	
	

	4
	Contract E-Commerce Site Development and Deployment, concurrent with Phases 2 and 3
	1-Mar-08

	
	
	

	
	
	

	5
	Configuration, Testing and Integration of Software Systems
	7-Mar-08

	
	
	

	6
	Bookstore Staff Training, including Security Awareness Training
	10-Mar-08

	
	
	

	
	
	


The Team will perform contracted Support and Maintenance activities, after completion. 

5.3    Requirements Control and Reporting Strategy 

The Bookstore's Management will define and document its requirements for the Information System, and provide this documentation to the Team's Project Manager before the start of the Project. This documentation will consist of: 

· Hardware Inventory and Specifications (See Appendix 18.1) 
· Hardware Purchase Authorization (See Appendix 18.1) 
· Software Inventory Specifications (See Appendix 18.1) 

· Software and Licensing Purchase Authorization (See Appendix 18.1) 

· Hardware and Software Configuration Requirements (See Appendix 18.3) 

· E-Commerce Web-Site Development Contract (See Appendix 18.2) 

· Location Site Blueprints and Floor plans (See Appendix 18.4) 
· Bookstore Personnel List and Access/Responsibility Assessment (See Appendix 18.5) 

Project communication will be made only by the Project Manager who will report directly to the Bookstore's Owner.  Individual Team Members will report and document all activities to the Project Manager, and this document will be put into a report, to be provided to the Bookstore Owner each Monday for the prior week and will continue for the duration of the Project.  All communication will be documented in the Project Blog, which will be kept in a central location on the project server. 

Upon the completion deadline of each Phase of the Project, the Project Manager will assess its completion and quality.  If necessary, the Project Manager will provide documentation to the Bookstore Owner for review.  The Project Manager and the Bookstore Owner will decide in unison when to move to the next phase of the project. 

5.4    Measurement and Metrics Strategy 

The Project Manager and the Bookstore Owner will perform a review and assessment of each Phase upon its completion deadline. This review and assessment will consist of: 

· Review of Installation and Configuration Documentation 

· Review of Project Communication Logs 

· Live Test of Functionality of the Phase's Systems 

· Success Assessment of the Systems (See Appendix 18.6) 
The Success Assessment will be determined by the following: 

· The system meets the stated requirements as specified by the contract 

· The system achieves its contractual stated goals, function and/or purpose 

Any discrepancies or failures found in the Success Assessment will be resolved by agreement between the Project Manager and the Bookstore Owner before the next Phase begins. 

5.5    Leadership Support 

The Bookstore is a privately owned and operated company. All final decisions will be made by the Bookstore Owner. Disputes and discrepancies will be resolved jointly by the Bookstore Owner and the Project Manager, referring to the Project Contract, if necessary. 

5.6    Category and Classification Policy 

Each piece of Hardware and Software will have a Risk Assessment performed upon it, to determine its Criticality and Risk Classification. This Assessment will be performed by the Team Member that installs and configures it, and will documented by that Team Member. This documentation will be reviewed and approved by the Project Manager. (The Risk Assessment Procedure is detailed in Section 11, the Risk Management Plan) 
5.7    Governmental Regulations Assessment 

All Software and Procedures will be reviewed before configuration and implementation to determine if compliance with Governmental Regulations can be done and how it is to be accomplished.  This review will be performed by the Team and approved by the Project Manager before being submitted to the Bookstore Owner. (The Governmental Regulations Assessment procedure is detailed in Section 16, Security and Regulatory Compliance) 
5.8    Vendor Assessment(s) 

All Hardware and Software agreements, purchase orders and licenses will be reviewed by the Project Manager at the beginning of each Phase of the ISDP, to determine its specifications, constraints and overall fit with the Project's goals and requirements. 

6.    HARDWARE AND SOFTWARE DOCUMENTATION STRATEGY  

	Purpose 
	This section specifies the requirements for Hardware and Software Quality Assurance Program that is to be applied. The hardware assurance requirements provides: 

· A means for ensuring quality is build into business hardware. 

· A means for ensuring that Hardware provided is suitable for its intended use. 

The software assurance requirements provides: 

· A means for ensuring that software chosen is suitable for its intended use. 



	Requirements 
	· Hardware: 

· Build quality of the hardware will be assured through the vendor (Dell). The vendor offers complete hardware warranty. 

· All documentation of hardware requirements agreed to by the owner and team leader are signed and dated. 

· The Hardware is tested when implemented to verify compliance with agreed requirements. 

· All future hardware changes in the bookstore should be re-evaluated by the owner and the team to ensure business continuity. 

· Problems encountered should be properly documented so appropriate solutions can be implemented 

· Software: 

· All documentation of software requirements are evaluated by the team and bookstore management 

· All final documentation of software requirements agreed to by the owner and team leader are signed and dated 




7.    TECHNICAL APPROACH  

7.1    Hardware and Software Validation  

All hardware and software will be tested by the Team, to ensure that initial build and installation are functional and working.   

7.2    Hardware and Software Maintenance and Updating Process 

After the system has been turned over and accepted by the customer, any future software maintenance will be accomplished by the Bookstore's in-house IT personnel. This includes any updated revisions, patches, and other software items which are supplied by the vendor of inclusive software installed in the initial implementation. 

8.    SOFTWARE QUALITY ASSURANCE PLAN 

8.1    Approach and Activities 

The software implemented for the Bookstore falls into two categories: the physical store and the online store, and all are off-the-shelf, third-party software packages. The Team will use automated means to check that the website and online store are working properly, and a Bookstore manager will check that the system at the store is working properly each morning. Support issues with third party software will be taken up with its vendor.
8.2    Methods and Techniques 

The software at the store will be checked by a manager each morning by running a query against the system (doing a price check on a book), which will show that the networking devices, server software, database, and POS software are all functioning properly. This enables a “non-technical” person to be able to thoroughly check out the system. The Team will periodically read the audit logs on the server to check for problems, and, if anything is found, will immediately notify the appropriate personnel.
The software running the online store is self checking and diagnosing: If a problem is encountered, an email will be automatically sent out to the appropriate person. Also, a computer at the offices of the Team is set up to check clients' online stores by performing simple queries. If any query fails, a notification is sent out automatically to the appropriate person.  

8.3    Work Products 

Much of the monitoring is automated and will generate statistics for uptime and reliability. This will be charted to illustrate twenty four by seven (24x7) reliability statistics.

9.    VERIFICATION AND VALIDATION PLAN  

9.1    Approach and Activities 

Verification and validation of all systems will be carried out at various milestone points throughout the project.(See Section 5.2 for Milestones) Upon completion of the ISDP, the Team, along with the Bookstore's IT staff, will implement a Software and Hardware Validation plan. The validation process will give confirmation that the system requirements, baseline functions and performances are correctly and completely implemented in the final product.  Therefore, in the context of Software, the Verification Process will give confirmation that adequate specifications and inputs exist for any activity, and that the outputs of the activities are correct and consistent with the specifications and input. Hardware will be thoroughly examined and tested to ensure that it is working properly.  Both parties must participate in the verification and validation process to ensure that the Bookstore is satisfied with the final product. 

Testing will emphasize reliability and responsiveness.  The router will be tested to ensure proper configuration and settings. The Web Server and AD/Inventory Server will be tested for configuration and speed using various methods.  Reliability will also be a key test factor in Web Server and AD/Inventory Server tests. Kiosk and POS systems will be checked to ensure proper functions. If tests fail, proper problem resolution methods will be followed.  (See section 10 for full details of the Problem Resolution Process)
9.2    Methods and Techniques 

The Validation Process consists of the following activities:
• Validation of the requirements baseline: the Bookstore's IT staff will evaluate all software for its conformity to the requirements baseline, utilizing the validation process.
• Validation milestones: A qualification review (QR) will be conducted in accordance with the requirements baseline to verify that the software and hardware meet the Bookstore's requirements.
• Software delivery and installation
• Preparation and initial updating of the software will be completed by the Team.

• Future software updates will be carried out by the Bookstore's IT Administrators.
• Installation activities reporting: The resources and information to install the software will be documented and readily available. The installation activities and results will be documented using the Configuration Change Control Process (see Section 12.2.5).
9.3    Work Products 

The Success Assessment Form (see Appendix 18.6) will be used to gauge the readiness of various hardware and software systems.  This can be used at various milestones in the project to ensure proper configuration and installation of various systems.

10.    PROBLEM RESOLUTION 

  

10.1    Problem Resolution Process 

The interests of all employees are best served when problems relating to the workplace are resolved as part of the regular communication between employees and between employees and supervisors. It is expected that employees will approach workplace problem-solving with a good faith effort toward resolution. 

The means toward problem resolution is, normally, working within the management chain, by attempting to resolve the concern at the most immediate level. This process is described below, and will be documented at each step, utilizing the appropriate form, provided by the Bookstore's Human Resources Department, or the Team's Human Resources Department, depending on the parties involved. Employees need not follow these as sequential steps in cases where the supervisor is not available or is perceived to contribute to the problem. 

10.1.1
 Informal Discussion: 

Many problems can be resolved through communicating with the individual(s) with whom the complaint exists, whether it is with a fellow employee, subordinate or supervisor.  Employees are encouraged to discuss concerns at an early stage with intent toward resolution. The employee's supervisor should normally be the first source of assistance. 

10.1.2 Discussion with Project Manager:
An employee who disagrees with or is dissatisfied with a supervisor's or project manager's action should, if possible, discuss the concern with that individual.  If it is preferred, or if the employee is unable to resolve the problem with the supervisor or project manager, the employee should discuss the matter with the next level supervisor or manager. The majority of misunderstandings can be resolved at this level. This discussion should be held promptly, typically within five days, to allow for a timely resolution. If the problem cannot be resolved in a satisfactory manner, the problem may be discussed with the next level manager, up to and including the Division or Program Director. 
Any problems the Team has, whether it is professional or personal, will be brought to the Project Manager's attention, and will be documented using the appropriate form. Any problems that the Bookstore has with the Team will be brought to the Project Manager's attention. This will also be documented utilizing the appropriate form, provided by the Team's HR Department.
10.1.3 Customer Satisfaction and Information System Usage Problems
Instances may arise in which a Bookstore's customer has a problem relating to usage of the System the Team has implemented and installed (for example, an order from the Web-site does not go through). In these cases, customers will be provided with several means of bringing their problem to the attention of the Bookstore's Management (by phone, email, or online complaint form.) The Bookstore's Management will then submit a written report of the problem to the Team's Project Manager, who will follow this process:
· The Project Manager will prioritize software/ hardware problems. 

· The Project Manager will assign the resources that will be necessary to correct the problem. 
· The Verification and Validation Process will be followed to prevent problems. 
11.    RISK MANAGEMENT PLAN  
11.1    Risk Assessment and Evaluation Process 

A basic risk assessment will be done as a preventative and reactive measure. It will detail, in a baseline, what is at risk, and contains the plans to choose a risk response, and auditing procedures. All documentation will be presented to the Bookstore owner. 
Certain risk categories will be taken into consideration, if applicable or appropriate, but will not be limited to: 

  

	Threat (Including Threat  Source)
	Description

	Acts of Nature
	All types of natural occurrences (e.g., earthquakes, hurricanes, tornadoes) that may damage or affect the system/application. Any of these potential threats could lead to a partial or total outage, thus affecting availability.

	Alteration of Software
	An intentional modification, insertion, deletion of operating system or application system programs, whether by an authorized user or not, which compromises the confidentiality, availability, or integrity of data, programs, system, or resources controlled by the system. This includes malicious code, such as logic bombs, Trojan horses, trapdoors, and viruses.

	Electrical Interference/
Disruption
	An interference or fluctuation may occur as the result of a commercial power failure. This may cause denial of service to authorized users (failure) or a modification of data (fluctuation). 

	Intentional Alteration of Data
	An intentional modification, insertion, or deletion of data, whether by authorized user or not, which compromises confidentiality, availability, or integrity of the data produced, processed, controlled, or stored by data processing systems.

	System Configuration Error
(Accidental)
	An accidental configuration error during the initial installation or upgrade of hardware, software, communication equipment or operational environment.

	Telecommunication Malfunction/
Interruption
	Any communications link, unit or component failure sufficient to cause interruptions in the data transfer via telecommunications between computer terminals, remote or distributed processors, and host computing facility.


A quantitative risk assessment for threats will be determined by the return on investment (ROI) and will be figured by the Annual Loss Exposure (ALE) formula.  This is the estimated expense per year of maintaining a countermeasure of a threat versus the actual threat if it were to occur. 

ALE = Annual Cost of Deployment - (Annual Rate of Occurrence X Cost per Occurrence)


Some of the threats and countermeasures have already been addressed in other areas of this document (for example, electrical disruption will be handled by the UPS units and backup generators).
This table will evolve into a risk matrix.  The risk matrix will be a table breaking down vulnerability, threat, threat action, probability, impact, and risk.  A threat action is the result of an action taken by the threat.  To expand on probability, there will be three levels that are assigned a point value.  

High (1.0) – It is a high probability, due to the high threat, high capability, or high vulnerability exploitation. 
Medium (0.5) – The chance of it happening due to the threat being high, the capability medium, and having controls in place to block some vulnerability 

Low (0.1) -   The chance of it happening due to the threat being low, the capability low, and the vulnerability being low and blocked by controls 
Looking at impact, there will also be a breakdown into three levels with point levels. 

High (100) – The high cost of assets/resources involved, or may cause serious human injury or death. 

Medium (50) – The moderate cost of assets/resources involved, or may cause human injury. 

Low (10) -   The minor loss of assets/resources or poor affect on a company.

Risk will be calculated on the next page by utilizing a risk matrix, multiplying the Probability and Impact, to yield a number which will fall into one of three level assessments [low (1-10), medium (25-50), or high (100)]. 

The matrix can be viewed as: The probability of this threat exploiting this vulnerability by taking this threat action with an impact has this risk.  A mitigation suggestion (suggestion on how to reduce the risk) will follow.
Here is one example:

	Probability
	Threat
	Vulnerability
	Threat Action
	Impact
	Risk
	Mitigation Suggestion

	High (1.0) 
	Interruption of Operations 
	Lack of backup/recovery plan 
	Availability loss 
	Medium (50) 
	Medium (25) 
	Past history shows that loss of information has happened many times in the past.  And certainly productivity would be lost since there’s not a backup.  To combat it, a backup and recovery plan should be implemented and tested regularly to avoid lost work. 


12.    CONFIGURATION MANAGEMENT PLAN 

12.1    Configuration Management Process Overview 

The Bookstore Owner will provide the Team with documentation detailing the configuration requirements for each piece of Hardware and Software, as well as the overall interoperability strategy for the Information System. The Project Manager will review the Configuration Requirements, along with the Sales and Legal Departments of Poindexter IT Consulting, to ensure that the requirements fit within the scope of the Team's contract with the Bookstore, and that the requirements can indeed be accomplished.
The Team, during each Phase of the Project, will then use this documentation to guide the installation and implementation of each article in the System. 

12.2    Configuration Control Activities 
12.2.1    Configuration Identification: 

The Bookstore has purchased three single Class C addresses from its Internet Service Provider. Those Class C addresses will be utilized by the routers at each location, and the Web Server will be assigned a public-facing IP address, so on-line customers can access the Web page. All other addressable devices within each location will be assigned a private, internal IP address, to be assigned to each device via DHCP (Dynamic Host Configuration Protocol) and NAT (Network Address Translation) by the location's router (in the 192.168.1.xxx range). 

The naming and addressing convention for each location will be as follows: 

· Routers: Assigned Public ISP-provided IP Addresses, and will be named GMRouter1 and GMRouter2. 

· Web Server: Assigned Public ISP-Provided IP Address, and will be named GMWeb. 

· The Inventory Servers will handle all lookup queries from the Web-site and the in-store Kiosks. They will be assigned a static, internal, private IP address (192.168.1 or 2.254) and will be part of an Active Directory domain, to better control access to and security for the database. They will be named GMInventory1 or 2.  

· The Office Servers (one located at each store, in a locked office) will be running Windows Server 2003, as Domain Controllers, and will hold the user databases and group access and security policies for each store. These machines will also utilize a version of QuickBooks Pro for Sales and Time Card activities. The office server at each location will also function as the email server for that location, in a limited capacity. They will be named GMServer1 and GMServer2. They will necessarily be configured with static, internal, private IP addresses (192.168.1or 2.2) 

· The Office Machines (one at each store location) will be located in the locked office, and will be used by authorized users to input inventory, reconcile personnel data, input sales and expense figures, respond to customer email and other daily computing tasks that do not require the use of a server. They will be named GMOffice1 and 2, and will be assigned IP addresses via DHCP by the router from the pool of 192.168.1/2.3-100. 

· The POS machines will be named as follows: GMPOS-store#-1thru6. They will be dynamically assigned private IP addresses in the 192.168.1/2.3-100 range by the router. They will have no Internet connectivity, and they need only to communicate with servers within the store's network (Web server, Active Directory Server, Inventory Server). 

· The Kiosks (in-store lookup machines) will be very basic machines, configured to only be able to access the Web-server. They will be named GMKiosk1 or 2, and will be assigned private addresses by the router in the 192.168.1 or 2.3-100 range. 

12.2.2   Configuration Change Control: 

The Team will perform initial configuration of all devices, according to the specifications provided by the Bookstore's Management. 

The Team's configuration responsibilities will include: 

· Router and Switch configuration, including DHCP, NAT, firewalls, Access Control Lists, and VPNs. 

· Web Server installation and configuration 

· Inventory Server installation and configuration 

· Active Directory domain installation and configuration on the Office Machines, for user access controls 

· Kiosk Machine installation and configuration 

· POS Machine installation and configuration 

· Installation and configuration of Backup Solution and UPS devices 

· Data migration and testing from the existing Inventory and POS Systems 

After initial installation and configuration, including all testing and training, the Bookstore's Management and in-house IT Staff will assume all responsibility for maintenance, updates and configuration changes. 

12.2.3    Controlled Storage and Release Management: 

Access restrictions will be placed on all mission-critical system items: the Inventory Database, the Credit Card system, the Payroll system, the Web Server, and Network Devices (the routers and switches). 

This will be accomplished using the following methods: 

· The routers and switches will be managed via a console connection from the Office Machine, which will be kept in a locked office. Only the Office Machine's Administrator will have access. 

· The Inventory, Credit Card, Payroll and Active Directory Domain configuration will be accessible only to the Store's IT Administrator (which may or may not be the same individual who manages the network devices) via the Office Machines in the locked office. 

· The Web Server, which is a separate machine also kept in the locked office of the primary Bookstore location, will be managed by the location's IT Administrator, and will also be accessible to the contracted Web-site Administrator.  
12.2.4    Change Control Flow: 

The Bookstore's IT Administrator and Management will be responsible for ongoing change and configuration management after Poindexter IT Consultants has completed the Project. They will utilize the auditing and documentation strategy and resources provided to them by the Team. (See Appendix 18.7) 

12.2.5    Change Documentation: 

The Team has provided the Bookstore with a Change Documentation Strategy to be utilized after Project completion. We have recommended that they utilize the provided documents (See Appendix 18.7) as necessary to document any and all changes to: 

· Network Device Configuration 

· Server Configuration 

· Server Maintenance, Upgrade and Patching 

· User Database changes 

· Addition of devices 

· Licensing Changes 

· Software and Hardware Purchases 

· Backup Documentation 

These documents are to be completed by the person (generally, the in-store IT Administrator or Manager) who is making the changes, and approved by the Bookstore Owner. 

13.    DISASTER RECOVERY PLAN, BUSINESS CONTINUITY AND DOCUMENTATION  

A notebook will be provided to the Bookstore by the Team which will cover a Business Continuity Plan. An accountability flow chart will be put in the front cover that details who has what responsibility and who to report to in case of a disaster.  Copies of the flow chart will be posted by the fire extinguishers.  A sample outline will show as follows, along with content and specifics inside the notebook: 
13.1 Business Continuity Plan Outline 

(Based on simplified sample BCP provided by MIT) 

Part I: Introduction 

The BCP provided by the Team to the Bookstore gives the Bookstore an outline of how to keep their technology up and running, and how to recover from a problem, should one arise. 

Part II: Design of the Plan
1. Overview
a) Purpose 
The Business Continuity Plan is to be used when there is a disruption to the business, such as a disaster. 
The Business Continuity Plan covers the occurrence of following events: 
· Equipment failure (such as disk crash). 

· Disruption of power supply or telecommunication. 

· Application failure or corruption of database. 
· Human error, sabotage or strike. 
· Malicious Software (Viruses, Worms, Trojan horses) attack. 
· Hacking or other Internet attacks. 
· Social unrest or terrorist attacks. 
· Fire 
· Natural disasters (Flood, Earthquake, Hurricanes)   

b) Assumptions 

The plan is designed for the maximum amount of employees on staff along with customers in store.  There it is assumed that a security guard (or employee in that role) will near the entry/exits.  Also, it's assumed that the bookstore will have their own IT personnel who will check backup tapes and procedures to verify that everything is working.

c) Development 

This plan has been developed by the Team for the Bookstore to promote the Bookstore's business functions. The Team has consulted with the Bookstore to understand their business model. With this understanding, and further consultations with The Bookstore, The Team has prepared this plan.
d) Maintenance
Annually, management will review the BCP to make sure that it is still pertinent to the bookstore.  Any changes in employee structure, physical layout, equipment, function, etc. of the bookstore will need to be added into the BCP.

e) Testing 

Every six months, the bookstore will undergo a mock-drill of what to do in case of a disaster. This will include reading files from a tape backup, transfer of files from the backup server at the Team's facility, a mock recovery of the database, testing the battery backup units, and checking for fault lights on the power supplies of the servers.

2. Organization of Disaster Response and Recovery

a) Business Continuity Management Team 

The owner will designate a manager of each store to be a Business Continuity Manager.  The BCM will then compose a team and assign to team members tasks of what to do in case of an emergency.

b) Disaster Response 

The BCM will assign each team member a task to do and how to respond accordingly.

c) Disaster Detection and Determination 

In case of any detection of a disaster, the BCM will be notified and he/she will make the determination of what to do (for example, to begin implementation of the Plan).

d) Disaster Notification 

In case of a disaster, the BCM will put the safety of employees and customers first and notify them of what to do.  Also, he/she will be in charge of notifying the proper authorities, insurance, owner, the other store BCM - making sure that the tasks that have been assigned to the proper Business Continuity Management Team, are being fulfilled.
3. Initiation of the Business Continuity Plan

a) Activation of a Site
The layout of the Bookstore provides an instant hot site: Each store is a copy of the other. Either store can become inactive without disrupting the other. Because of the nature of this business, if one location had to be closed due to a disaster, its employees would not need to go to the second store to maintain the business model. The exception to this is the Web Server, which is only located at the first store. Having this service go down in a disaster is an acceptable loss. 
b) Disaster Recovery Strategy 

Because the Bookstore is primarily a brick and mortar retail store, if the building is damaged by fire or flood, the technology recovery will not happen until the building is repaired. File corruption will and can be dealt with quickly and easily by restoring from backups. A hardware failure will be easy to deal with as well: The hardware is standard equipment from Dell and Cisco Systems, so spare parts are readily available. The disks in the systems are standard. This allows for a quick replacement of parts without having to keep spares onsite.
c) Emergency Phase 

Detection of a problem will initiate the Emergency Phase. There will be an automated system which checks that the website is up and functioning properly. If this fails, an alert will be sent to the IT staff of the Bookstore. Also, the employees of the Bookstore will have the contact information for their IT staff, who can contact members of The Team if they need further assistance.

d) Backup Phase 

Each site will have a dual backup system. Every night the server(s) will do a differential backup to a machine located at the Team's offices, via the Internet. This backup will be housed on a server with redundant disks and its own tape backup. At the end of the month a full backup will run so the size of the nightly differential backup does not grow too large. Also, every week a copy tape backup will be run. The IT staff at The Bookstore will place the tape in a fireproof safe onsite. 
e) Recovery Phase 

A recovery of a file or the database will be made over the Internet with the data stored at The Team's offices. Appropriate software will allow the IT personnel at the store to do this easily. If the Internet connection is not available, the weekly tape backup will be used. 

4. Scope of the Business Continuity Plan

a) Category I - Critical Functions 

· POS terminals / cash registers 

· Inventory / Price database 

· Networking equipment
b) Category II - Essential Functions 

· Payroll software 

· Web store

c) Category III - Necessary Functions 

· Office workstations
d) Category IV - Desirable Functions 

· Customer Kiosks 
Part III: Team Descriptions
· Business Continuity Management Person - assigned by the Owner; a manager of each store should also be the BCM
· Damage Assessment/ Salvage Person  - Employee 1
· Transportation Person - Employee 2
· Physical Security Person - Security Guard and Employee 3
· Insurance Person - Employee 4
· Telecommunication Person - BCM (see Section 2d: Disaster Notification)
14.    DELIVERY AND OPERATIONAL TRANSITION PLAN 
14.1    Site Preparation Planning 

14.1.1 Facility Planning: 

The Team will be provided with a blueprint for each Bookstore site, and will develop a Network Diagram to be submitted to the Project Manager before the start of each Phase of the ISDP. The Network Diagram will utilize the blueprints to consider such critical items as: power supply, building infrastructure, interior/exterior walls, fire and security system locations, exits, and storage areas. 

Upon approval of the Network Diagram by both the Project Manager and the Bookstore Owner, the Team will perform a physical inspection of each Site, to assure that the assumptions and assessments made when developing the Diagram were correct. 

14.1.2 Business Planning: 

At the completion of Facility Preparation, the Team will install and deploy the Systems with the least amount of business interruption. This will be done by integrating existing systems with the new system, if possible. If this is impossible, the Team will develop a written plan for deployment to the Site, approved by the Project Manager, and follow that plan when installing and deploying the System. 

14.2    Transition Planning 

The Team will build and configure all the Bookstore's devices, according to the specifications provided to them by the Bookstore Management, at its own facility, and perform testing and data migration (from Bookstore-provided copies of the current Inventory, User, Payroll and Customer databases) before delivery and placement of the equipment at its final location. This will ensure a smooth transition to the new Information System, with the least amount of business downtime. The Web Server will be built and configured by the Team, but the Web-site itself will be brought on line by the Web Site Designer, at the Team's facility, during configuration and testing.

14.3    Delivery Planning 

 
After build, configuration and testing of the System at the Team's facility, and User Training has been completed by all Bookstore personnel, the Bookstore's Management will be notified that the System is ready to be installed. The Bookstore's Management will then prepare a current copy of all databases as the System is being installed at each location, so that the newest data is used when the System is brought on line. The System will be put in place and brought on line during non-business hours by the Team. The System will then be again thoroughly tested, and any problems resolved before business hours resume. 

14.4    Data Conversion Planning 

The Bookstore currently uses an older version QuickBooks for its Inventory, Customer, and Payroll databases. Migration from the older version to the newer version which will be installed on the System is fairly straightforward, and will be accomplished by copying the current databases, via fixed media, to the new machines. 

The Bookstore currently has no User Database, and so the team will be creating and implementing a new User Database for the Bookstore. This will include all Users, IT Staff, Management Personnel, outside Contractors (including, but not limited to the Web Site Designer and a Backup Specialist), and an account for Team Access during implementation, testing and final transition. 

14.5    User Training Planning 

User Training, by user class, as noted in the Bookstore Personnel List and Access and Responsibility Assessment, will be conducted by the Team, before the System is brought on line, at the Team's facility. 

After configuration and testing of the System, the Bookstore will be notified of a date and time for each user class to be trained. All personnel will be trained on the actual System, at the Team's facility, before the Systems are moved to their final locations. 

· User Classes to be trained, and topics to be covered for each:  

· All Personnel: Security Program Awareness and Training  

· In-Store IT Staff and Bookstore Management: 

                        - Router and Switch Configuration and Administration 

                        - Database Administration 

                        - Domain Administration 

                        - POS Administration 

                        - Payroll and Time Card Management 

                        - Hardware Maintenance and Troubleshooting 

                        - Software and Hardware Update and Patching Plan 

                        - Risk Management and Business Continuity Plan 

                        - Configuration Management and Documentation 

                        - Backup Configuration and Implementation  
· General Users (Bookstore Cashiers and Stock-persons) 

                        - POS Terminal Usage 

- Inventory Lookup and Manipulation 

- Time Card System   

Additional training and documentation will be provided to each location's Store Manager, to assist and enable him or her to conduct training of new personnel after completion of the Project (Train-the-Trainer). 

15.    SECURITY AND REGULATORY COMPLIANCE 

The following is an abridged version of the Security and Regulatory Compliance Plan that the Team has developed for the Bookstore. The full version, including all Policies and Procedures can be found at either Bookstore location, and a copy will be kept at the Team's offices. 

15.1    Authority 

This Security and Regulatory Compliance Plan is instituted by the Owner of the Bookstore, and all aspects of it shall be administered, followed and enforced by the Bookstore's Owner, Managers and IT Administrators. 

15.2    Objectives and Scope 

The purpose of this plan is to ensure the Confidentiality, Integrity and Availability of all Information Technology resources of the Bookstore, including, but not limited to, physical devices and facilities, logical systems, and all data and information owned, used or controlled by the Bookstore.
This Plan, and the Policies and Procedures encompassed with it, applies to all employees, managers, administrators and users of any part of the Bookstore's Information Systems, including contractors and consultants. A copy of this Plan will be given to, and agreed to by signature, all employees of and consultants and contractors to the Bookstore before the start of their employment relationship. 
5.3    Definitions for Security
· VPN: A virtual private network (VPN) is a communications network tunneled through another network, and dedicated for a specific network. One common application is secure communications through the public Internet, but a VPN need not have explicit security features, such as authentication or content encryption. VPNs, for example, can be used to separate the traffic of different user communities over an underlying network with strong security features. 

· DMZ: Demilitarized zone (computing), used to secure an internal network from external access 

· Stateful Packet Inspection:  In computing, a stateful firewall (any firewall that performs stateful packet inspection (SPI) or stateful inspection) is a firewall that keeps track of the state of network connections (such as TCP streams, UDP communication) traveling across it. The firewall is programmed to distinguish legitimate packets for different types of connections. Only packets matching a known connection state will be allowed by the firewall; others will be rejected. 

· Panic Code: a duress code to be entered and silence the local alarm, but still trigger the remote alarm to summon the police to a robbery. 

· Interconnections:  A local area network (LAN) is one example of a network that exhibits both a physical topology and a logical topology. Any given node in the LAN will have one or more links to one or more other nodes in the network and/or to nodes in other networks, via a router. 
All definitions provided by Wikipedia (http://en.wikipedia.org/wiki/Main_Page) and retrieved on December 10, 2007. 
15.4    Policies 

Included within this Plan are Policies and Procedures for: 

· Physical Security and Access 

· Acceptable Usage and Standards of Conduct 

· Password Policy and Management 

· Access Control to Resources (Information Security) 

· Information Classification 

· Backup and Recovery 

· Device and Configuration Management 

· Records Management and Auditing 

(See Appendix 18 for an example of one of the Policies included in this Plan) 

These Policies, Procedures and Standards apply to all aspects of the Bookstore's business environment, covering both Operational and Information Systems Security. 

15.5    Business Security Strategy 

The Business Security Strategy of the Bookstore is broken into three main components: 

15.5.1 Physical and Environmental Security: 

· Access Authorizations will be put into place to protect the security and safety of each site and its contents. These will include keys and an alarm pad at each entrance for authorized personnel, a locked office to protect the Bookstore's servers and network hardware, an anti-theft system at the customer entrances, a closed-circuit video and recording system, and dedicated physical security personnel.  

· Protection of Non-Digital Data will be accomplished by the above methods, in addition to utilization of an alarm company's services to monitor alarm events, and usage of a panic code at each POS terminal, and an alarm pad on the Bookstore's safe. 

· Site Safety: In addition to all of the above-mentioned methods and systems, each Bookstore location will be inspected twice a year to ensure that the site is in compliance with local, state and federal regulations for Fire and Building Safety. Additionally, appropriate Worker and Business Insurance will be purchased and maintained by the Bookstore. 

15.5.2 Information Systems Security 

· Information Systems Owners/Information Owners: The Bookstore owner is the sole Information System Owner for the company. This is because the Bookstore is a privately owned and operated corporation. However, the Bookstore's owner, managers and IT administrator will be the Information Owners for the Bookstore. All other employees will be regular Users of the Information, but will still be obligated to ensure the security of all Bookstore Information. Access Controls will be implemented to represent this hierarchy. 

· Information Systems Interconnections: The Bookstore's Servers will be interconnected with one another, but will always only hold identical data sets. Procedures will be implemented to ensure that the data sets remain identical, and will provide redundancy and reliability in the case of a physical or logical Information System malfunction. The POS system will be interconnected with assorted Credit Card processing systems, which are outside of the control of the Bookstore. Consequently, appropriate logical security access restrictions will be implemented to ensure the security of sensitive customer data from those outside systems. 

· Configuration and Change Management: Only the Bookstore's owner, managers and IT administrators will be given the ability to enact changes upon the Information System and its hardware, with the exception of a User's ability to change his own password. All change will be documented and explained utilizing the Bookstore's internal Change Documentation Form and Process. 

· Operational Controls: Will be determined by the Bookstore's Owner, or by a consensus of the Bookstore's owner, managers and IT administrator, and will be communicated and enforced by them, in accordance with the best interests of the business, and in compliance with local, state and federal regulations and laws. 

· Network Security: 

· Firewall Plan: Firewalls to limit bi-directional communication that is not business-related will be put in place on the sites' routers, and software firewalls will be implemented on every server, workstation, kiosk, and POS machine.  

· Remote Access: Remote access will be strictly controlled, limited only to the Backup Operator's ability to initiate a daily, incremental backup data transfer, through a VPN  

· Perimeter Management: The Web-server will be placed in a DMZ, and will be capable of receiving incoming connections, allowed by the router. Inventory queries will be made by the Web-server via a secure channel to the dedicated Inventory Server. All other outside access will be limited by an Access Control List at the router, and outbound traffic will be subject to stateful packet inspection at the router. 

· Data Protection and Verification: will be accomplished in a variety of ways, depending upon the data that is being protected. (See the Configuration Management section for details.)  

15.5.3 Personnel Security: 

· Separation of Duties: Access Control mechanisms for the differing user classes, will be implemented business-wide, as will the practice of spreading control of the Information System to multiple responsible individuals (most often, the Bookstore owner, managers and IT administrator), to ensure that no one individual is responsible for and has complete control over the entire System. 

· Personnel Screening, Hiring, Transfer and Termination: Bookstore management will document and follow the Bookstore's written Hiring and Employment Policy. This Policy can be found in the locked office at either site, and details the application, interview, screening, hiring and termination process for all employees, contractors and consultants. There are different specified procedures and requirements for differing roles within the organization, and all procedures follow local, state and federal regulations and laws. 

· Third-Party Personnel Security: For the purposes of Bookstore operations, all third-party individuals, such as Alarm Company employees that visit the sites, Physical Security personnel and IT Consultants, are to be considered Contractors and/or Consultants, and, as such, are subject to this Security Plan and its Policies, including the Hiring and Employment Policy.  

· Security Responsibility Agreements: Will be detailed and documented by contract, agreed upon by the Bookstore's owner or manager and the third-party. The contracts will follow the Security Plan outlined here, and will generally further the Bookstore's business objectives. 

15.6    Security Contingency Planning

· Security Awareness Training: Before implementation of this ISDP, all Bookstore Personnel will undergo Security Awareness Training along with their general User training, to be conducted by the Team. Upon completion of this ISDP, responsibility for Security Awareness Training for new personnel will be shifted to the Bookstore's managers and IT administrator. 

· Backup and Recovery Plan:  The Backup and Recovery Plan is detailed in the Bookstore's Disaster Recovery Plan, which is on file at each site location, and encompasses the usage of a physical full tape backup machine at each location, as well as an incremental network backup to the offices of the Team. 

· Business Continuity and Resumption Plan: The Business Continuity Plan is detailed above and a copy is kept in the offices of each store's location. 

· Disaster Recovery Plan:  The Disaster Recovery Plan is detailed above and a copy is kept in the offices of each store's location. 

· Alternate Sites and Storage:  Each day, an incremental backup of the Inventory Server (including Active Directory) and of the Web Server will be transferred via secure VPN connection to the offices of the Team.  

· Incident Response Capability and Procedure: The Incident Response Capability and Procedure is detailed in the Business Continuity Plan.  

· Contingency Plan(s) Training and Testing: The procedures for this item are contained with the Business Continuity Plan, and will be initially taught to all Bookstore staff during Systems Training by the Team, and thereafter will be trained, tested and reviewed on a regular basis by Bookstore Management. 

15.7    Security Monitoring 

Limited Security Monitoring will be provided, as contracted, by the Team. The Team, in an ongoing process will perform regular (weekly) reviews of router and server logs, testing of the Web and Inventory servers, and Configuration reviews. Additionally, the Team will perform a bi-annual penetration test, as described in a separate contract.
In-house IT Administration for the Bookstore will perform daily security monitoring, under the training of the Team. 

15.8    Regulatory compliance 

The Bookstore is under obligation to follow current local, state and federal regulations regarding privacy of information, financial disclosures, electronic communications privacy and security, and IRS/Personnel guidelines. The Team has built privacy and security safeguards into the configuration of the System, and has also trained Management and staff on key points of the following relevant provisions (a link for further guidance is also provided): 

· Gramm-Leach-Bliley Act:  http://www.keytlaw.com/Links/glbact.htm. Retrieved on December 5, 2007. 

· HIPAA Compliance: http://www.hhs.gov/ocr/hipaa/. Retrieved on December 5, 2007. 

· IRS/Personnel Regulation: http://www.irs.gov/irs/article/0,,id=101102,00.html Retrieved on December 5, 2007.  

· ECPA Awareness and Compliance: http://www.micklerandassociates.com/
newsletter/eight.htm. Retrieved on December 5, 2007.  
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· LastSpam (2006), NITA image. Retrieved on September 12, 2007 from http://www.lastspam.com/genimages/logo/NITA.jpg 

· Feynman Group (2007), Network image. Retrieved on September 12, 2007 from 

http://www.feynmangroup.com/images/services/network_consulting/network_assessment_2a.gif 

· Fagan inspection (2007), Wikipedia. Retrieved on September 12, 2007 from 

http://en.wikipedia.org/wiki/Fagan_inspection 

· Introduction to Information System Risk Management (2007). Retrieved on November 28, 2007 from http://www.sans.org/reading_room/whitepapers/auditing/1204.php           
· Introduction to Business Continuity Planning (2002) Retrieved on November 28, 2007 from
https://www.sans.org/reading_room/whitepapers/recovery/559.php 

· Wikipedia (definitions for Security section): http://en.wikipedia.org/wiki/Main_Page 

· George Washington University Data Classification Security Policy (2004). Retrieved on 10/15/2007, from http://my.gwu.edu/files/policies/DataClassificationPolicy.pdf 

  

  

18.    APPENDICES   

18.1    Hardware and Software Purchases and Inventory:  

[image: image5.png]


  Grey  Matter                                                                                                                                                                                        

                                                          Grey Matter Bookstore
                                                         128 East Huron Drive, Ypsilanti MI 48197

                                                        (734) 456-7890     www.greymatterbooks.com
    Bookstore
TO: 

Poindexter IT Consulting
FROM: 
Dave Logan, Owner, Grey Matter Bookstore
RE:

IT Hardware and Software List

DATE:

November 28, 2007 
Hardware list: *** all links were retrieved on December 5, 2007***
Point of Sales Machines (6 total, 3 for each store):

Dell OptiPlex POS 755 Small Form Factor

Intel® Pentium® D Processor 945 (3.40GHz, 2X2M, 800MHz FSB) $3,013

http://www.dell.com/content/products/features.aspx/pos_complete_solutions?c=us&cs=04&l=en&s=bsd
2 Desktops for Kiosks and 2 Desktops for Office Machines: 

Dell OptiPlexTM  320 With monitor $449 

Processor Intel® Pentium® Dual Core Processor E2140 

(1.60GHz, 1M, 800MHz FS Memory 512MB DDR2 Non-ECC SDRAM,667MHz, (1DIMM))

http://www.dell.com/content/products/productdetails.aspx/optix_320?c=us&l=en&s=bsd&cs=04
Servers (3, for Inventory and Web presence):

Dell PowerEdge 2900

Processor: Up to 2 Quad-Core Intel®  Xeon®  5300 series processors at up to 2.66GHz. 

Memory: Up to 48GB (12 DIMM slots): 512MB/1GB/2GB/4GB Fully Buffered DIMMs (FBD), 533/667MHz 

Storage: Up to 6TB maximum internal storage

http://www.dell.com/content/products/productdetails.aspx/pedge_2900?c=us&cs=04&l=en&s=bsd
UPS (for Server): APC Smart-UPS 1500VA USB & Serial 100V Black - 3 Year Warranty

http://www.tigerdirect.com/applications/SearchTools/item-details.asp?EdpNo=1237271&CatId=20
Routers (2): Cisco 1801 Router http://cisco.com/en/US/products/ps6184/index.html
Patch Panels (2):  24-Port Patch panel 35.99 http://catalog.belkin.com/IWCatProductPage.process?Product_Id=19679
Switches (2):  Cisco WS-C2960-24TT-L 24port 10/100 and 2 10/100/1000

http://www.cisco.com/en/US/products/ps6406/index.html
Software List:
Quickbooks POS Basic 7.0 (Price included in POS )

http://quickbooks.intuit.com/product/accounting_software/retail_pos_solutions/point_of_sale_basic.jhtml#hardwareBundle
Quickbooks Pro 2008 Financial Software:

(Separate purchase, 2 copies, for Payroll and Sales Data, integrates with POS Basic Software) $199.95/ea.
http://quickbooks.intuit.com/product/accounting-software/small-business-accounting-software.jhtml?lid=left_nav
Windows XP Professional (included with desktops)

http://www.microsoft.com/windowsxp/pro/default.mspx
Windows Server 2003 (included with Servers) and 5 license agreements

http://www.microsoft.com/smallbusiness/hub.mspx  
18.2     Web Site Design and Specifications Documentation:
  Grey  Matter                                                                                                                                                                                        

                                                Grey Matter Bookstore
                                                 128 East Huron Drive, Ypsilanti MI 48197

    Bookstore                           (734) 456-7890     www.greymatterbooks.com
TO: 

Poindexter IT Consulting
FROM:
Dave Logan, Owner, Grey Matter Bookstore
RE:

Web-Site Developer and Contact Information

DATE:

October 13, 2007

We have contracted with Ann Arbor Web Design, Inc., for the design and construction of our Web site, to be deployed when our new Information System is brought online.

The Web-site will include an Inventory-searching function, as well as the capability to purchase books on-line, and so will need to be integrated into our Inventory and POS Systems.

Additionally, there will be a Customer Comment and Contact section, so the Server will also need to be tied into the e-mail server.

Here is the contact information for them:

Ann Arbor Web Design, Inc.

Mischa Boaz, Owner

4435 Hill St.

Ann Arbor, MI 48105

(734) 997-1234

www.a2webmakerz.com
Our principal designer's name is Sandy Hall.
18.3    Hardware and Software Configuration Requirements Documentation: 

 Grey  Matter                                                                                                                                                                                        

                                                          Grey Matter Bookstore
                                                         128 East Huron Drive, Ypsilanti MI 48197

                                                        (734) 456-7890     www.greymatterbooks.com
   Bookstore
TO: 

Poindexter IT Consulting
FROM: 
Dave Logan, Owner, Grey Matter Bookstore
RE:

IT System Configuration Requirements
DATE:
November 28, 2007

The following lists our Configuration Requirements for each Device or Machine that is being installed and configured by your firm:

Routers and Switches:

· Will be configured with a strong password, which will be given only to myself and my IT Administrators

· Access Control Lists will be used to filter out incoming Web Traffic, and communication between our two locations. VPN tunnels will be set up for site-to-site communication between Servers, and also between our locations and your offices for incremental backup.

Web Server:

· Will be controlled by the AD Domain Controller, for users and policy

· Will be place in a DMZ, so that outside traffic is segregated.

· Will have a VPN tunnel to the Inventory Server.

Inventory Server/AD Domain Controllers:

· Will be configured with Group Policy Objects that

· Create a VPN between it and the Web Server

· Create a VPN between it and the Office Machine

· Create a VPN between it and your offices for incremental backups

· Do not allow access remotely

The Office Machines:

· Will allow Administrative User or Power User access only

The Lookup Kiosks:

· Will not have Internet Connectivity

· Will only be able to contact the Web Server

The POS Machines:

· Will not have Internet Connectivity

· Will only be able to communicate with the Domain Controller

If there are any questions or problems concerning these requirements, please contact me.
18.4       Diagrams and Floor plans: 

18.4.1 The Bookstore Floor Plan: 
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18.4.2 Network Diagram:
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18.5    Bookstore Personnel/Access Assessment List: 

	Grey Matter Bookstore Information System Personnel Access List

	Employee Name 
	Type of Employee: 
	Login Name: 
	Access Level Needed: 

	Logan, Dave
	Owner
	dlogan
	Administrator

	Smith, Marcia
	Manager
	msmith
	Power User

	Ross, Glenn
	Manager
	gross
	Power User

	Hanniford, Jack
	Manager
	jhanniford
	Power User

	Myers, Toby
	IT Administrator
	tmyers
	Administrator

	Wells, Zach
	IT Administrator
	zwells
	Administrator

	Hall, Sandy
	Web Designer
	shall
	Administrator

	Poindexter IT Staff
	IT Consultants
	poindexter
	Administrator

	Andon, Amy
	Staff
	aandon
	User

	Brandon. Tim
	Staff
	tbrandon
	User

	Cole, Matt
	Staff
	mcole
	User

	Grove, Josh 
	Staff
	jgrove
	User

	Liven, Susan
	Staff
	sliven 
	User

	Turner, Dierdre
	Staff
	dturner
	User

	Winter, Holly
	Staff
	hwinter
	User

	Young, Dale
	Staff
	dyoung
	User


18.6    Success Assessment Form: 

	Grey Matter Bookstore Information System Phase      Success Assessment Log

	Equipment: 
	Software: 
	Testing Date: 
	Person Testing: 
	Performance Requirements: 
	Success/Failure (and reason): 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	
	
	
	
	
	


18.7    Change Documentation Form: 

	Grey Matter Bookstore Information System Change Documentation Log

	Equipment Changed:
	Software Affected: 
	Date:
	Person Making Change:
	Specific Change Made:
	Reason:

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


18.8    Sample Security Policy: 

(See reference to George Washington University Data Classification Policy) 

GREY MATTER BOOKSTORE INFORMATION CLASSIFICATION POLICY

(Published 12/17/2007, Revision 1, Effective Immediately)  

    1.    Introduction: 

All information must be protected from unauthorized alteration and misuse. Information Classification is the process used to define and establish the protection requirements that ensure the confidentiality, integrity, and availability of the Bookstore's information. 

    2.    Purpose:  

The purpose of this policy is to ensure the protection of the information generated, accessed, transmitted, and stored by the Bookstore, regardless of its medium; to identify the procedures in place to protect that information, and to comply with local and federal regulations regarding privacy and confidentiality of information. This policy is intended to direct users to determine appropriate levels of information classification and to verify that Bookstore information assets receive a level of protection according to their classification. 

    3.    Scope: 

This policy applies to all Bookstore personnel, staff, faculty, students, and third-party contractors while accessing, using, or handling the Bookstore's information resources, both electronic and physical. The information covered in this policy includes, but is not limited to, information that is generated, stored, shared or utilized by the Bookstore, irrespective of the medium on which the data resides and regardless of format. All users of Bookstore information are required to be familiar with and comply with this policy. 
    4.    Policy:  

Information is a critical asset of the Bookstore. All Bookstore information is to be protected from unauthorized alteration and disclosure through a User and Data Classification procedure, to ensure that only authorized users of information can access and handle it.   

4.1 Information Classification: 

Information that is owned, used, created or maintained by the Bookstore is classified in three categories: 

· Public - Information that may or must be open to the general public. Though subject to Bookstore disclosure rules, it is available for all members of the Bookstore community to access. Some examples of Public Information include: 

· Bookstore Press Releases 

· General Book Listings and Prices 

· Book Costs   

· Bookstore Use - Information that must be guarded due to proprietary, ethical, or privacy considerations. Its use is restricted to members of the Bookstore who have a legitimate purpose for accessing the information. Some examples of Bookstore Use Information are:

· Non-PII Personnel Records

· Financial Records (budgets, worksheets)

· Human Resources Information (salaries, performance reviews)

Bookstore Use Information must be protected in the following ways: 

· Access controls shall be placed on the Information

· Must be stored in a closed container or room when not in use.

· Must be destroyed when no longer needed or required to be kept, according to the Bookstore's Record Retention Policy.  

  

· Confidential - Information that is protected by statutes, regulations, Bookstore policies or contractual language. May be disclosed to individuals on a need-to-know basis only. Some examples of Confidential Information include: 

· Customer/Staff Personal Information 

· Litigation Documents 

· Contracts 

 Confidential Information must be protected in the following way: 

· When in electronic format, must be protected with strong passwords, as defined by the Bookstore's Password Policy, and stored on servers that have protection and encryption measures in place. 

· Must not be disclosed to parties other than the owner and custodian without their explicit authorization. 

· When in physical format, must be stored in a locked drawer or room. 

· Must only be transmitted, electronically or physically, via secure channels. 

· Must be destroyed when no longer needed or required according to the Bookstore's Record Retention Policy. 

  

4.2 User Classifications and Responsibilities:  

Users of Bookstore information are classified as follows: 

· Information User - Anyone who uses the information as part of his or her job or other Bookstore-related activities. Their responsibilities include:

· Follow the procedures established by the Information Owner and 
Information Custodian.

· Use the information only for approved Bookstore purposes.

· Information Owner - The creator of the information or the person delegated by the Information Custodian with the responsibility for maintaining its security controls. Their responsibilities include: 
· Administer protection and access controls. 

· Provide backup and recovery according to the Bookstore's 
Information Backup Policy.
· Monitor compliance with the Bookstore's Security Policies, and report violations and weaknesses to the Information Custodian. 

· Information Custodian - An employee of the Bookstore who bears the full responsibility for a particular set of information under his or her control. The custodian's responsibilities include: 

· Classification of all the information for which he or she is responsible.

· Reclassify and/or declassify information as necessary and periodically.

· Establishment and implementation of the controls and procedures necessary for compliance with this policy.

· Communication of those controls and procedures to Systems Administrators and to the Information Users.

· Monitoring of compliance to this and all related policies.

· Reporting of suspected or actual violations and breaches to the appropriate Information Technology or Bookstore official.

      5.    Compliance / Consequence of Compromise: 

The consequences of the compromise of Bookstore Use and Confidential Information could result in adverse affects to the Bookstore publicly, legally and financially, and as such, education and training will be implemented to ensure that all users understand, execute, and comply with this Policy. Violation of this Policy may result in disciplinary actions in accordance with the Bookstore's Disciplinary Policy, Procedures and Codes of Conduct.
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